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Key Points

Question

How do emergency nurses view electronic health record-based behavioral flag notifications in re-
lation to workplace safety and patient care?

Findings
This qualitative study interviewed 25 emergency nurses and described their views on workplace
violence, safety, and patient care. Electronic health record flags were described as providing a

helpful advisory for nurses but were thought to be unenforceable and riddled with process road-
blocks as well as potentially perpetuating bias in care.

Meaning

These findings suggest opportunities for improvements in the implementation of behavioral flags
as well as system-level approaches to addressing the risk of workplace violence in health care
settings.

Abstract

Importance

Emergency nurses experience high levels of workplace violence during patient interactions. Little
is known about the efficacy of behavioral flags, which are notifications embedded within elec-
tronic health records (EHRs) as a tool to promote clinician safety.
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Objective

To explore the perspectives of emergency nurses on EHR behavioral flags, workplace safety, and
patient care.

Design, Setting, and Participants

In this qualitative study, semistructured interviews were conducted with emergency nurses at an
academic, urban emergency department (ED) between February 8 and March 25, 2022.
Interviews were audio recorded, transcribed, and analyzed using thematic analysis. Data analysis
was performed from April 2 to 13, 2022.

Main Outcomes and Measures

Themes and subthemes of nursing perspectives on EHR behavioral flags were identified.

Results

This study included 25 registered emergency nurses at a large academic health system, with a
mean (SD) tenure of 5 (6) years in the ED. Their mean (SD) age was 33 (7) years; 19 were women
(76%) and 6 were men (24%). Participants self-reported their race as Asian (3 [12%]), Black (3
[12%]), White (15 [60%]), or multiple races (2 [8%]); 3 participants (12%) self-reported their
ethnicity as Hispanic or Latinx. Five themes (with subthemes) were identified: (1) benefits of flags
(useful advisory; prevents violence; engenders compassion), (2) issues with flags (administrative
and process issues; unhelpful; unenforceable; bias; outdated), (3) patient transparency (patient
accountability; damages patient-clinician relationship), (4) system improvements (process; built
environment; human resources; zero-tolerance policies), and (5) difficulties of working in the ED
(harassment and abuse; unmet mental health needs of patients; COVID-19-related strain and
burnout).

Conclusions and Relevance

In this qualitative study, nursing perspectives on the utility and importance of EHR behavioral
flags varied. For many, flags served as an important forewarning to approach patient interactions
with more caution or use safety skills. However, nurses were skeptical of the ability of flags to pre-
vent violence from occurring and noted concern for the unintended consequences of introducing
bias into patient care. These findings suggest that changes to the deployment and utilization of
flags, in concert with other safety interventions, are needed to create a safer work environment
and mitigate bias.
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Introduction

Workplace violence from patients to clinicians is unfortunately common in emergency care, as
70% of emergency nurses and 20% of physicians report being physically assaulted and an even
greater percentage report being verbally harassed by patients.l2 More alarming is that 46% of
nurses reported experiencing workplace violence or harassment during their most recent shifts.
Of these interactions, one-third were physical assaults.2 Health care clinician exposure to work-
place violence has been linked to absenteeism, lowered morale, and decreased productivity22¢
Research has demonstrated that burnout and issues of workplace safety can lead to more medical
errors, which can be especially dangerous in emergency care settings.”2

Research has identified risk factors associated with hospital-based violence. These risk factors
range from societal factors (outside conflict), institutional factors (long wait times, emergency de-
partment [ED] crowding, fallout from death notifications or other difficult conversations, barriers
to reporting violent incidents), and patient characteristics (dementia, delirium, intoxication, or un-
dertreated mental illness). 21211 There is an absence of data on which health system-based inter-
ventions are effective for reducing risk of workplace violence.

A handful of solutions designed to prevent or mitigate patient to clinician violence exist. A US sur-
vey found that 40% of EDs screen for weapons, 38% have metal detectors, 16% provide staff with
violence prevention workshops, and 10% offer self-defense training. Electronic health records
(EHRs) offer a way to address clinical workplace violence—primarily through behavioral notifica-
tion or alerts commonly referred to as flags. These flags are created after an initial incident of ver-
bal harassment, physical assault, or another behavioral issue to alert and notify future clinicians.
The flag is then embedded within the patient’s health record, and subsequent clinicians are noti-
fied via an immediate alert (eg, “pop-up”) requiring formal acknowledgment. These flags are in-
tended to act as an early notification for clinicians to be aware of safety, violence, or behavioral
concerns when caring for patients in future encounters.

While behavioral flags represent a potential solution to addressing workplace violence in the ED,
little is known about their utility, effectiveness, or potential for unintended consequences on care.
The EHR provides a unique landscape at the intersection of patient experience, clinical care, and
equity. A recent study found that Black patients were 2.5 times more likely to have negative de-
scriptor language in the EHR.12 Additionally, hospital-based physicians report that the EHR nega-
tively impacts clinician-patient communication.22 Behavioral flags may compound these existing is-
sues. Less is known about the perceptions and impact of behavioral flags in a clinical
environment.1! This study explores this issue by going to the source closest to these flags: emer-
gency nurses, who have the most interaction with patients and who are at the highest risk of vio-
lence. The objective of this qualitative study was to assess emergency nurse perceptions, beliefs,
and attitudes toward EHR behavioral flags.

Methods

Study Design and Participants
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This qualitative study used semistructured interviews of registered emergency nurses at an urban,
academic, level I trauma center ED from February 8 and March 25, 2022. Participants were con-
sented verbally. Interviews were designed to focus on their perceptions, beliefs, and attitudes to-
ward the use of EHR behavioral flags. This project was approved by the University of Pennsylvania
Institutional Review Board. Written consent was waived because the study presented no more
than minimal risk to participants. The study followed the Consolidated Criteria for Reporting
Qualitative Research (COREQ) reporting guideline.

Using a convenience, snowball sampling technique, participants were recruited in person or via
email across weekday and evening shifts. For variation, sampling was conducted across different
shifts, times of day, and points in the shift. The sample size allowed for thematic saturation.
Participants were compensated with a $30 gift card for their time.

Behavioral Flag Process

Within the study site health system, any ED clinician (eg, physician, nurse, resident physician, or
technician) can place a behavioral flag in the EHR after an incident of verbal, physical, or sexual
assault or another safety issue (eg, a patient attempting to break into a medication cart). The sub-
mission includes information about the time and date of the incident, the patient, and an open-text
field to describe the incident. Variation exists at the hospital site level on if, and when, flags are re-
viewed by an administrator or leader. At the study site, flags can be reviewed by the ED unit-based
multidisciplinary leadership team. The flag is displayed as both an icon in the EHR and as a pop-up
notification when the patient medical record is opened. There are no specific policies or proce-
dures that dictate actions that must be taken by staff if a flag is present; instead, the behavioral
flag system was created to make clinicians aware of a patient who may compromise their safety.
Furthermore, there is no standardized process for the removal of a flag. In the study health sys-
tem, fewer than 1% of all ED patients have a behavioral flag.

Study Procedure

Semistructured interviews with participants were conducted in person or via telephone by a
trained qualitative research team member (E.E.S.). The interviewer used an interview guide devel-
oped by all members of the study team, consisting of qualitative researchers and emergency
physicians with expertise in burnout and equity (E.ES,, E.C.S,, AB.F, and A.K.A.) (eAppendix in
Supplement 1), and pilot tested (E.E.S. and R.G.). The guide included open-ended questions and
subsequent probing questions about the usefulness and impact of flags. Participants self-reported
demographic characteristics such as their age, sex, race (Asian, Black, White, or multiple races)
and ethnicity (Hispanic or non-Hispanic [Latinx or non-Latinx]), and ED tenure. Informed by re-
search indicating racial disparities in behavioral flag issuance, nurses were asked about their per-
spectives on how racial bias may be introduced and its impact on flagging patient behavior.
Recently published data note disparities in flag prevalence, with Black patients flagged at higher
rates than White patients (4.0 vs 2.4 flags per 1000 patients) and male patients and those who uti-
lize Medicaid also flagged more often.2* Thus, the decision to include this focus question within
these interviews was made a prioril? Interviewers noted that the number of flags tended to be
greater for Black patients, disproportional to their representation in the patient population.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC10119742/?report=printable 5/15
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Interviewers followed up with probing questions asking the participant why they did or did not
believe racial bias plays a role. All interviews were recorded, transcribed, and deidentified using

the Rev professional transcription servicel® and reviewed for accuracy.

Thematic Analysis

A thematic analysis of interview responses was conducted using the constructivist paradigm. An
initial codebook using a grounded theory approach for analyzing interview responses was devel-
oped, then revised iteratively throughout the coding process. Revisions were applied to future
codes as well as retroactively to already-coded segments wherein the new code was a more ap-
propriate categorization, known as a constant comparative coding approach. Two authors (E.ES.
and R.G.) assessed a subset of 5 transcripts (20%) for interrater reliability and reached consen-
sus. Member checking was not conducted. NVivo, version 12 (QSR International), was used for
data storage, management, and coding.m Data analysis was performed from April 2 to 13, 2022.

Results

This qualitative study included 25 registered emergency nurses at a large academic health system,
with a mean (SD) tenure of 5 (6) years in the ED. Participant characteristics are summarized in
Table 1. Their mean (SD) age was 33 (7) years; 19 were women (76%) and 6 were men (24%).
Participants self-reported their race as Asian (3 [12%]), Black (3 [12%]), White (15 [60%)]), or
multiple races (2 [8%]); 2 participants (8%) did not report this information. Participants self-re-
ported their ethnicity as Hispanic or Latinx (3 [12%]) or non-Hispanic or non-Latinx (22 [88%]).
The demographic background of study participants mirrored that of nursing staff throughout the
department.

Five main themes were identified using directed content analysis. Benefits of flags (theme 1) was
used when positive use or application of flags was discussed. Content was categorized as issues
with flags (theme 2) when a negative use, application, or downstream effect of behavioral flags
was discussed. Patient transparency (theme 3) was applied when opinions related to greater infor-
mation sharing with patients about behavioral flags in their EHR were shared. Content was cate-
gorized as system improvements (theme 4) when suggestions or ideas to improve the behavioral
flags process or increase ED workplace safety were provided. Finally, content was categorized as
difficulties of working in the ED (theme 5) when narratives illuminated the challenges of working in
the ED contributing to behavioral flag use were shared. The 5 themes, subthemes, and illustrative
quotes are summarized in Table 2.

Theme 1: Benefits of Flags

Useful Advisory Nurses identified strengths of behavioral flags, particularly that they provided a
useful advisory that a patient may be verbally or physically aggressive. Similarly, participants who
had placed a flag in a patient’s EHR did so to hopefully provide awareness to future clinicians.
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Prevents Violence In extreme cases, more than half of ED nurses believed that the behavioral flag
prevented a potentially dangerous interaction, as the flag enabled the nurse to be more prepared
and activate other safety training in advance. This is particularly important for patients with a flag
documenting past homicidal ideation, as this forewarning prompts nurses to search for concealed
weapons that were not captured on initial screening. Relatedly, behavioral flags for some patients
with a violent history allowed staff to strategically place these individuals in clinical areas with ad-
ditional staff support in the event that a violent or aggressive action occurred.

Engenders Compassion Approximately one-fifth of nurses indicated that the presence of a behav-
ioral flag made them more understanding or compassionate toward a patient, particularly if the
patient was thought to be unhoused. Almost all participants described underlying, unmet mental
health and substance use needs of patients that commonly contribute to behaviors leading to a
flag. This was then frequently followed up by nursing desires to provide more behavioral health
services from the ED.

Theme 2: [ssues With Flags

Administrative and Process Issues Several issues with the documentation process for behavioral
flags were identified. Numerous administrative, or process, concerns were outlined. In particular,
nurses expressed concern that the process to place a flag in the EHR is too long, is complex, and
requires information that is tangential to the goal of the flag (eg, race, ethnicity, or sex) and, once
submitted, there is little to no follow-up from supervisors or the health system. These issues often
make nurses ask, “Why bother?”—especially at the end of a long shift.

Unhelpful The majority of participants viewed flags as unhelpful, noting that actual patient disci-
pline “never happens” or the presence of a flag “doesn’t change anything.” These participants indi-
cated that while a flag may make them proceed with increased caution, the flag itself will not pre-
vent a patient from becoming violent. Complaints over the annoyance of another EHR-based, pop-
up window or the formatting of the notification (eg, small text, difficult to read) were also
discussed.

Unenforceable In extreme situations and in a minority of cases in which a patient receives multi-
ple flags for repeated violence or egregious behavior, participants cited concerns regarding the
overall effectiveness of the flag notification. Nearly all nurses described the repeated flags as hav-
ing “no teeth” and being largely unenforceable because of the Emergency Medical Treatment and
Labor Act.

Bias There was concern that the flag may negatively bias the patient-nurse interaction. Concerns
over the introduction of bias were either theoretical or had been witnessed, or the participant had
admitted to shifting their approach and treating the patient “differently” in a way they viewed as
negative, whether implicitly or explicitly. More than half of participants said that flags prompted
them to approach the patient with caution informed by the flag documentation. Participants were
insistent that a change in approach, however, did not impact the quality of clinical care provided.
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While participants acknowledged that flag placement can be biased against individuals who use
the ED frequently or people with addiction, many felt that there was no association between the
racial or ethnic identity of the patient and whether they received a flag. The notion that more
Black than White ED patients have flags was largely attributed to the patient population. Others,
however, did feel that race and ethnicity play a role in who receives a flag, what kinds of behaviors
are tolerated, and to what degree. For example, several described a greater tolerance for harass-
ment and abuse from White patients by physicians, making them less likely to intervene or pro-
vide support to nurses.

Outdated or Uncharacteristic There was concern over inappropriate or irrelevant flags. All partici-
pants discussed the subjective nature of the flag narrative content. This content varied between
verbal harassment and sexual assault of staff without regulation or standardization.

Participants also noted that on some occasions, staff may escalate situations with patients, which
can cause an unnecessary issuance of a flag. The majority of participants noted that burnout and
staffing issues have contributed to stress and place nurses on edge, making them more likely to
“snap.” A few participants also mentioned that some of their colleagues generally have more of a
propensity to be confrontational than others.

Participants also acknowledged that wait times in the ED are long, that patients may be in pain or
otherwise feeling unwell, and that the circumstances surrounding the ED visit may provoke pa-
tient behavior that is otherwise uncharacteristic. Relatedly, nurses indicated a problem with pa-
tients having flags from years prior with no subsequent issues, and therefore, the flag is irreflec-
tive of the individuals’ actual demeanor.

Theme 3: Patient Transparency

Patient Accountability Nurses interviewed were asked whether patients should always know if

their EHR contains a behavioral flag. Nurses described the need for patient accountability, and

they stated that notifying them would make patients “aware” that security and supervising staff
knows of their behavior.

Damages Patient-Clinician Relationship There was concern that more widespread notification of a
behavioral flag would be “damaging” to future patient-clinician relationships and the patient’s
overall relationship with the health system.

Theme 4: System Improvements

Process In response to the myriad flag issues outlined, nurses described potential improvements
to the process. The following improvements were mentioned: make the reporting form easier to
complete, increase follow-up and communication after a flag is submitted, standardize the issuing
of a flag, provide greater education for staff on the workplace violence reporting process, and
perform a continual review for flag removal.
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Built Environment Improvements to the physical environment of the ED were also suggested.
Participants overwhelmingly described the danger presented by the physical layout of the triage
room as well as issues with patient room doors that can only open in 1 direction. The desire for
increased video surveillance and more security staff (especially for more secluded areas), as well
as more careful screening of visitors, was also discussed.

Human Resources Human resource solutions were also mentioned. Solutions included the follow-
ing: provide more effective and/or role-playing de-escalation trainings, make a more concerted ef-
fort to hire nursing staff from diverse backgrounds, and hire psychiatrists specifically for the ED
to more readily address the mental health and substance use difficulties overrepresented in pa-
tients with behavioral flags and the high-utilizer population of the ED overall.

Zero-Tolerance Policies Finally, there was a desire for lower tolerance of incidents of verbal and
physical violence from ED and health system leadership, especially when an extreme incident of
workplace violence occurs. This included more forceful “no tolerance” policies in the case of ha-
rassment or violence, greater legal support, and acknowledgment that this level of harassment
and abuse sustained daily is a serious issue.

Theme 5: Difficulties of Working in the ED

Harassment and Abuse When asked if they had ever documented an incident to issue a behavioral
flag, nurses often described the incident that prompted it. These experiences were aggregated, de-
scribing a breadth of daily violence and harassment. The experiences described included sexual
assault, physical violence, and daily verbal harassment.

Unmet Mental Health Needs of Patients In many instances, participants attributed the inappropri-
ate patient behaviors to underlying and unmet mental health needs and substance use disorder
needs. They stated that greater resources and access to care are needed.

COVID-19-Related Strain and Burnout More than half of participants also noted that the COVID-19
pandemic contributed to more tense interactions. They attributed this change to conversations
about vaccination, masking, or ripple effects related to staffing, long wait times, health system
strain, and increases in gun violence.

Discussion

This qualitative study of emergency nurse perceptions of EHR behavioral flags aimed to address a
critical gap in understanding these flags and their potential for reducing workplace violence from
patients to staff and implications for patient care. This study had 3 important findings.

First, while flags provided staff with a useful warning, fulfilling in part the initial motivation for

their use, several concerns emerged that nurses viewed as precluding flags from truly moving the

needle in promoting clinician safety. These seemingly contradictory viewpoints present a nuanced

view of both useful and nonuseful components of flags. From these participant perspectives, there

is a greater need for consistency in the system-level response to a flagged incident, particularly by
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC10119742/?report=printable 9/15
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those reviewing the documentation of an initial incident, and a consistent response to patients
who display the largest risk toward staff safety is also needed. From these perspectives of ED
nurses, the lack of leadership follow-up, a belief that the flags do not decrease violence, and com-
plaints of a long and complex documentation system create a dangerous, self-enforcing mecha-
nism in which workplace violence and harassment is underreported and thus leaves all staff, pa-
tients, and visitors at risk.

Second, the disparate perspectives on the influence of bias in flags provided interesting insight
into their potential unintended consequences. Emerging research has reported observable im-
plicit bias in EHR descriptions of patients, in the perception of how violent a patient is, and in clini-
cal decision-making. 121218 Despite the nurses’ mixed perspectives on the intersection of race and
flagging in this study, other work by this team has shown that Black patients disproportionately
receive flags compared with White patients.1* As part of the expressed desire for better and more
effective trainings to address workplace violence, these findings suggest that it would be worth-
while to include trainings that specifically address the relationship between racism and flags as
well. Other procedures, such as a periodic review of patient behavioral flags and the utilization of
a patient advisory board to provide policy guidance, could be introduced in an effort to mitigate
systemic racism related to flags. Addressing issues of health inequity is also fundamental to im-
proving public health.

Finally, participants readily identified solutions to remediate the behavioral flag and workplace
safety issues described in the interviews. The need to reconfigure triage was something men-
tioned in almost every interview, as its layout posed major staff and patient safety risks. Other
built environment solutions, like bidirectional opening doors to ensure staff always have safe pas-
sage out of patient rooms, were also repeatedly mentioned. Other suggestions provided, especially
those to improve documentation and communication, could also be implemented to remedy
process complaints. These findings suggest that the issue of violence in the ED can be readily
improved.

Limitations

This qualitative study has several limitations. Participants were registered emergency nurses from
an urban, academic health system. The sample comprised mainly White women, reducing data
variance and insight from individuals in other roles and those with diverse racial and ethnic back-
grounds. However, our sampling approach allowed for more in-depth understanding of nurse re-
lationships with behavioral flags, which is especially relevant given that nurses are the primary
clinicians interacting with patients in the ED; typically, there is 1 registered nurse for every 4 to 5
patient rooms. Nurses, compared with other ED staff, are also less likely to feel safe.l2 Participants
volunteered and thus sampling bias was present. Lastly, the increased stress and workplace vio-
lence-related events attributable to COVID-19 and gun violence in this setting at the time of this
study may have influenced responses. However, the increased focus on improving mental health
and employee wellness also as a result of those 2 factors makes this work especially timely and
important.
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Conclusions

Emergency nurse perspectives on the effectiveness of behavioral flags vary. For many, flags serve
as a helpful alert to approach patient interactions with caution or employ safety skills learned
through other trainings. The ability of flags to prevent violence from occurring altogether seems
unlikely. The findings of this study suggest that changes are needed to improve the process from
initial documentation through follow-up and enforcement, especially for patients who pose a high
risk of violence. Changes to the clinical environment are also needed. It is important to underscore
that there is risk of bias, particularly racial bias, in the issuing of flags and clinician reactions to
reading them in a patient’s EHR, and an effort to implement measures to mitigate bias while keep-
ing nurses and staff safe should be considered. One kind of intervention alone is not enough to
prevent violence in the ED altogether; future research should explore what other procedures or
policies, in concert with behavioral flags, are most effective in reducing incidents of harassment or
assault in the ED. Future work by this research team will explore the outcomes associated with
flags on patient care, particularly whether having a flag in a patient’s EHR in perpetuity affects
their care.

Notes

Supplement 1.

eAppendix. Clinician Interview Script

Supplement 2.

Data Sharing Statement
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Figures and Tables

Table 1.

Self-reported Characteristics of Emergency Nurse Perspectives on Behavioral Health Flags

Characteristic

Respondents (N = 25)?

Age, mean (SD) [IQR], y
Sex

Female

Male

Race

Asian

Black

White
Multiple racesP

Not reported

Ethnicity

Hispanic or Latinx
Non-Hispanic or non-Latinx

Emergency department tenure, mean (SD) [IQR]

33 (7) [25-51]

19 (76)
6 (24)

3(12)
3(12)
15 (60)
2(8)

2 (8)

3(12)
22 (88)
5y (6y)[1moto28y]

3 Unless indicated otherwise, values are expressed as No. (%) of respondents.

b These participants identified as biracial but only inclusive of the racial identities listed (ie, Asian, Black, or White).
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Table 2.

Themes, Subthemes, and Illustrative Quotes in a Qualitative Study of Emergency Nurse Perspectives on

Behavioral Health Flags

Theme and subtheme Illustrative quote (participant)

Benefits of flags

Useful advisory “I definitely take notice of them and I do read them.... It makes me a little bit
more, um, just aware in terms of, okay, [ just need to be aware of this. And if that
patient does respond this way, just back myself out for safety reasons.”

(Participant 9)

Prevents violence “So I recently actually just had a patient who came in complaining of homicidal
ideations and some of the flags were actually really beneficial ‘cause it talked
about him carrying a weapon, concealing a weapon and all this other stuff. So I
was able to, ‘cause like most of the time, if we have homicidal patients or
suicidal patients for one, the patient care tech will sit on it and then go through
their belongings.... And the patient was like, he literally told me, they took my
knife away. But if I had my knife, I would cut anybody that's closest to me.”
(Participant 2)

Engenders compassion “The patient population has been very different for me. I think it’s just because of
the community and like the obstacles they face. It has been almost like a culture
shock for me.... I think [the flag] helps me be like more compassionate and also

just go in there with more sensitivity towards them.” (Participant 10)

“I think I'm almost nicer to them when I go into the room. Like I had someone
last week, all of her interactions were flags from within like the past month. So I
try to almost be nicer to them to gauge where they are initially, because you just
don’t know if they’'re already in a bad mood, if they were in a bad mood from the
waiting room, especially when we have long waits, if that's making it worse.”

(Participant 4)
Issues with flags

Administrative and process issues  “Sometimes, you know, I don’t have time to sit and fill paperwork. I don’t have
time sometimes to just sit down there and write something down. I'm going to
the next patient. And then whenever I'm done, it’s 12 hours. I just wanna get the
heck out, honestly. Yeah. So things end up not even getting reported a lot of the

times with me.” (Participant 11)

“I filled out safety nets about aggressive patients. And I've never heard anything
else again. Yeah. I like literally don’t know whatever happens to it again. Or; I
mean, [ get like a little thing of your safety net has been evaluated.... Why, why do
[ wanna bother writing the safety net then?” (Participant 3)

Abbreviations: ED, emergency department; MOAB, management of aggressive behavior; PCP, phencyclidine.
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